
Lightning Talk

—

Cascading effects analysis enabled by semantic 
interoperability in the Resilience Data Space

Federico Gutt ¹, Martin Huschka ¹, Alexander Stolz ¹ ²

¹ Fraunhofer Institute for High-Speed Dynamics, Ernst-Mach-Institut, EMI, Freiburg, Germany; 
² University of Freiburg, Department of Sustainable Systems Engineering, Emmy-Noether-Straße 2, 79110 Freiburg 

October 1st, 2024, Budapest 
Workshop on Semantic Interoperability in Data Spaces



1. Crises and their cascading effects
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stress the need for resilient critical infrastructure (CI) via data-driven crisis management

Vulnerable Critical Infrastructure COVID-19 Pandemic Extreme Weather

Challenges for Municipal Crisis Managers

▪ Resilient CI is vital for a well-functioning 

society

▪ CI systems are highly interdependent

▪ Crisis management of CI demands 

diverse, high-quality, trustworthy data

Analysis of cascading effects

▪ Increase CI systems’ resilience 

▪ Enable data-driven crisis 

management of CI systems

▪ How to identify cascading effects in 

CI systems?

▪ How to make CI more resilient?

▪ How to handle heterogeneous & 

decentralized relevant data?



2. Resilience Data Space
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resolves challenges faced in existing methods for cascading effect analysis of CI systems 

1. Agent-based 

2. System dynamic-based 

3. Economic theory-based

4. Network-based 

5. Empirical approaches

6. Causality analysis approaches

Existing methods for modeling 
interdependent critical infrastructure The Fraunhofer-

Gesellschaft 
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Resilience Data Space

Incomplete 

modeling

Integration 

and co-simulation

Handling of 

heterogenous 

decentralized data

face challenges due to Resilience Data Space 
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3. International Data Space Modeling Vocabularies are enriched

01.10.2024 © Fraunhofer EMISlide 4

with data origin, structure & quality aspects for interoperability & trust in data-driven crisis management

Overview
Resilience Data Space

Semantic Data Catalog

enriched by 

Origin 

Structure

Quality
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via semantic modeling of the statistically quantified interdependencies from selected (meta) data

4. Knowledge graph-based approach can enable cascading effect analysis

▪ Origin

▪ Structure

▪ Data Quality

Statistical Analysis

Data selection
Semantic modeling of 

interdependencies

Path search

Algorithms

Semantic Data Catalog

Metadata retrieval

Pearson Correlation Granger Causality

Cascading Effect Analysis displayed on 

a Knowledge Graph



Summary
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Cascading effect analysis enabled by semantic interoperability in the Resilience Data Space

Motivation

Semantic 
Interoperability

Knowledge Graph-
based Approach

◼ IDS Modeling Vocabularies are enriched with data origin, structure, and quality aspects for interoperability & trust in 
data-driven crisis management.

Added Value Cascading effect analysis enabled by semantic interoperability in the Resilience Data Space.

◼ Knowledge graph-based approach can enable cascading effect analysis via semantic modelling of the statistically 
quantified interdependencies from selected (meta) data.

◼ Crises and their cascading effects stress the need for resilient CI systems via data-driven crisis management

Resilience Data Space ◼ Resilience Data Space resolves challenges faced in existing methods for cascading effect analysis of CI systems. 
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